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Questions recently posed by the healthcare
industry led FTC staff attorneys to state that
physicians can indeed be considered creditors if
they do not require full payment at the time that
patients are seen. The FTC further indicated that
since patient billing records pose a foreseeable risk
of identity theft, those records would be considered
“covered accounts.” Thus, it is likely that many
medical providers meet the two prong test for the
application of the Red Flag rules as “creditors” with
“covered accounts.”

By extension, a similar analysis could potentially
apply to lawyers, accountants and other
professional service providers. Unless payment is
made up front for services provided, a professional
would likely be deemed a “creditor.” A thornier
issue may be whether the professional maintains
“covered accounts.” However, outside of medical
providers, there has been no guidance for
professionals from the FTC.

Interestingly, in Reithman v. Berry, 287 F.3 rd 274,
277 (3rd Cir. 2002), the U.S. Court of Appeals for
the 3rd Circuit addressed the issue of whether a law
firm could be a creditor under ECOA (the same
statute referenced under the Red Flag rules),
because the firm provided services after client’s bills
became due. In dicta, the court noted that to accept
the plaintiff ’s view of creditors as defined under
ECOA would potentially “embrace doctor’s fees,
dentists’ fees, accountants’ fees, psychologists’ fees
and virtually all other professional fees.” The court
further stated that it was “implausible that
Congress intended to cover not only banks and
other financial institutions but also all professions.”
Id. at 278. While this ruling is not necessarily
binding on the FTC, Reithman was cited in a letter
sent to the Chairman of the FTC by a multitude of
healthcare organizations, questioning the FTC’s
position on whether doctors are creditors under the
Red Flag rules.

Thus, since giant financial institutions,
professionals and local mom and pop stores could
all be covered under the Red Flag rules, what are
they required to do to comply? Under Section 114
of FACTA, a covered entity must develop and
implement a four pronged identity theft prevention

program for its covered accounts. The basic
parameters are “identify”; “detect,” “respond” and
“update.”

That is, each covered entity must identify and
incorporate into its ID theft program any relevant
patterns, practices, and activities that are “red flags”
that could signal possible identity theft. Secondly,
each entity must develop policies and procedures to
detect red flags. 

Thirdly, each covered entity must respond to any
red flags that are detected, in order to prevent and
mitigate identity theft. The guidelines recommend
monitoring an account for evidence of identity
theft, contacting the customer, calling law
enforcement and changing any security device that
permits account access. Finally, each covered entity
must update its ID theft program periodically to
handle any changes in risks to customers from
identity theft, or even risks to the soundness of the
covered entity itself.

Additionally, credit card issuers and users of
consumer reports have their own separate
requirements under FACTA’s red flag rules with
respect to consumer address changes. Credit card
issuers must develop policies for issuing additional
or replacement cards made shortly after a change of
address notification is received.  Users of consumer
reports must develop procedures to verify the
identity of a consumer when the address given by
the consumer is substantially different from the
address in the consumer report.

The above rules of course beg the question, what
exactly is a red flag? A red flag is defined under
FACTA as a pattern, practice or specific activity
that indicates the possible existence of identity
theft. The regulations list five specific categories of
red flags as a form of guidance. The five categories
are:

1. Alerts, notifications, or other warnings received
from consumer reporting agencies or service
providers such as fraud detection services; 

2. The presentation of suspicious documents;

3. The presentation of suspicious personal
identifying information, such as a suspicious
address change; 

4. The unusual use of, or other suspicious activity
related to, a covered account; and, 

5. Notice from customers, victims of identity
theft or law enforcement authorities.

More examples and specifics of what are considered
“red flags” are set forth in Appendix J Section IIb
and Supplement A to Appendix J of Section 114 of
FACTA.

So what happens if a covered entity fails to comply
with the red flag rules? Any federally regulated
financial institution is already subject to oversight
by the appropriate federal banking regulators.
Those regulators are allowed to impose penalties
consistent with their current regulatory authority.

For those creditors that are not federally regulated
financial institutions, oversight of the Red Flag
rules is by the Federal Trade Commission (the
FTC). In the event of a knowing violation, which
constitutes a pattern or practice of violations, the
FTC may commence a civil action to recover a civil
penalty in federal court. Penalties imposed by the
FTC for violations of FACTA can be as much as
$2,500 per infraction. 15 U.S.C. 1681 (s). In
addition to regulatory enforcement actions, users of
consumer reports who fail to comply with the
address discrepancy regulations are subject to civil
liability under § 616 and 617 of the Fair Credit
Reporting Act.

Technically, the Red Flag rules went into effect on
January 1, 2008, with enforcement set to begin on
November 1, 2008. However, due to the
understandable confusion as to who or what is
covered under the Red Flag rules, the FTC
announced on October 22, 2008, that it would not
enforce the rules until May 1, 2009. This delay in
enforcement is limited to the Identity Theft Red
Flags Rule (16 CFR 681.2), and does not apply to
the rules regarding address discrepancies applicable
to users of consumer reports (16 CFR 681.1), or to
the rules regarding changes of address for credit
card issuers (16 CFR 681.3). The extension also
does not affect entities, such as financial
institutions, subject to enforcement of the Red Flag
rules by federal agencies other than the FTC. But
for the many small businesses who may not have
realized they were a “creditor” under the rules, the
grace period for enforcement is now looming in
early 2009.
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